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Accused Palin Hacker Says Stolen E-Mails Were Public Record

By Kim Zetter May 20, 2009 | 3:26 pm | Categories: Hacks and Cracks

A surprise legal maneuver by the defense in the
Sarah Palin hacking case could undermine key
charges carrying the stiffest potential penalties

A lawyer for the Tennessee college student
charged with hacking into the Alaska governor's
Yahoo e-mail account last year says his client
couldn't have violated Palin’s privacy because a
judge had already declared her e-mails a matter
of public record.

“He's not suggesting that e-mail can't be private.”
says Mark Rasch, a former Justice Department
cybercrime prosecutor. “He’s saying this particular
e-mail was not private or personal because of
who she is and because it wasn't intimate
communication. *

Additionally, photos that 20-year-old David
Kernell allegedly obtained of Palin and her family
were not private since the Palins are ‘the subjects
of untold numbers of photo-ops,” the lawyer
argued last week, in one of a slew of motions and
memorandums attacking the government's
four-count federal indictment against Kernell.
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Bobbi Jo Stinnett
Murdered
12/17/2004

Updated Feb. 18, 2005, 5:48 p.m. ET
Popular Kansas professor on trial for
wife's murder

Themas Murray, a former English
professor at Kansas State
University, said he was doing
research for a "CSI script,” not
plotting murder.

By Andres Martinez Bt
Court TV l}y

A popular Kansas State University English professor
went on trial this week for the brutal stabbing of his
estranged wife.
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How Long did the Fraud
goon
Before Discovery?

21 Years

THE KANSAS CITY STAR.

Fugitive accused of stealing nurse's identity.

KANSAS CITY, Mo, _ Authorities have accused a convicted rapist who
ezcaped from a Michigan prison 21 years ago of stealing the identity of a
nurse and working at area health-care facilities.

Wwillis Taylor 111, 47, made his first appearance Wednesday in .S, District
Court in Kansas City, Kan., on one count of mail fraud, He allegedly sent
a nursing license renewal application under the name of Kevin Michael
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Physical Security
Take stock of what personal information you have. Keep only what you need for your business
Records you need should be protected by Layers of security. Al layers, including oute buslding. inoer office
and record siorage areas should be secure from unsuthorized entry
Protect digital media with the same secure safeguards s physical records
Personal information inside a business should be protected during regular hours if the area is not monitored

Computer Security
Ensure your compuser is protected with a firewall and against viruses and spyware. Update this software and
operating systems oa 3 regular basis.
Make sure all wireless access is cncrypted and accessible oaly through a user created strong passwor
Use strong passwords 10 protect computer access. Don't store passwoeds on computes hard drive o m near
the computer
Employees shoald memorize passwords and should be required to change them every 90 days.
Set computers to log-off automatically afte 3 few minutes of non-use
Restrict the use of laptops to employees who need them to do their job
Limit sake home laptops. 1f they most go home, semove o encrypt personal information from them or any
othes digital media that leaves the office.
Requre unp.mes G 1aptops in a secure place. Never feave 3 laptop visible in a car
ty on employees computers.
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Speaker Information:
nzs
Phone: £16-833-3020

“To sizn up for my free newletter, e-mail a request to:

om
Web Site: wwnjefflanzaseminars com

\hﬁe e Web e has 128 bit encryption before conducting transactions.

Policy - Personnel - Training
Esablish and enforce a company-wide policy related 1o personal information.
Regularty train employees o be sensive: toidentity thefl sssoes znd personal informatson protection.
Creste 3 clture of secusity by holding empleyees accountable.ta the compazy palicy.
Have a defined and required way to report violations and suspicieus aciviy related to iformuation securiy
Establish a need-to-know policy and comparmentalize personal information o anly thase in your company
who bave a legitimate need to knew befare granting access
Discomneet ex-employees smmediately from access to 2y personl mformation

Information Security
Use secuse sheedders or 1 secure shredding service
1F you susousce shredding, mske suse the sksedding company complies with secrity standards such as
employee checks.
e casous o the phone. Positively ideaify callers before providing persons] information.
Doa't e-mail persomal information. This method is not secure.

Speaker Infarmation: Resources on the Web:
www fic.gov/privacy  www.fic.goviinfosecurity

‘Wb Skie: www.jefMlanzaseminars.com




Personnel Security

A Disconnect exemployees from Access

Mortgage firm Countrywide, in
response to alleged data breach,
offers free credit monitoring

As many as 2 million loan applicants may have had their personal information stolen, the
FBI says.

Countrywide Financial Corp. is offering two years of free credit monitoring to customers
whose sensitive personal information, including Social Security numbers, allegedhy
was stolen from the home lender's computer files

In one of the largest data theft cases in years, a former Countrywide employee was
arrested Aug. 1 and charged with illegally accessing the firm's computers for more
than two years

Personnel Security

Education




Pfizer waited six weeks to disclose data breach

Details unclear about why 17,000 Pfizer employees weren't told about March breach until
June

the 3 Leave AOL Over Security Breach; Company Pledges To Review Its Privacy
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Fidelity says stolen laptop held The Boston Globe

data of customers
Fund company sends out security alerts to 196,000

Bank of America loses customer data
Senators among up to 1.2 million federal employees affected

ChoicePoint to pay $15 million over data breach
Data broker sold information on 163,000 people to alleged crime ring
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